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NEED FOR DIGITAL IDENTITY
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DIGITAL IDENTITY KEY FEATURES
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DIGITAL IDENTITY ALLIANCE MISSION
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DIGITAL IDENTITY ALLIANCE PROMOTION TASKS
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THE FUTURE OF DIGITAL IDENTITY
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Since last we spoke

I

Piloted By
CVSHealth
Specification 1.0
Released
FEBRUARY MARCH APRIL MAY JUNE AUGUST NOVEMBER DECEMBER
Security Review Pilots with Specification 2.0 ADI Korea Interchange
Initiated Hitachi work started To be launched
First Commercial ADI US Interchange Joined Steering ADI Japan
Implementation in launched Committee of Interchange
production from Trust Over IP To be launched

Digital Trust networks
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Quick Refresh On ADI Framework



Digital Landscape : Fraud & Disinformation

Hackers Expose 8.4 Billion Passwords Post them Online in
Possibly Largest Dump of Passwords Ever
. Date: June 8, 2021

Linkedin

Date
Imips
Doatmils W TG or Businass arafeecionale Linkadin - -

KYC expiration pretext used in multiple cases of
online fraud

Coronavirus caused surge monine
fraud, TransUnion finds

™ Dubai olice arrest I
‘stars’ behind Dhi.6b1

Sina Weibo

Date: March 2020
Impact: 538 million accounts
Details: With over 500 million users, Sina Weibo is China's answer 1o

edit bureaus in the U aid on Sept.

Russia and China push ‘fake news’ on
coronavirus crisis, report claims
China’s disinformation threat is real. We
need better defences against state-based

How Russian Fake News” Hardened America’s
Divide

6. "“BREAKING: Nancy Pelosi’s Son Was Exec At Gas
7. "Democrats Vote ]| Company That Did Business In Ukraine"
Now, Vote Down VetFIAr=isaa = =
Service"

8. "Tim Allen quote Trump®s wall costs less than the
Obamacare website"
s - ahainh
Epstein a suicide
working for the Cli

Society




Foundational needs

* Identity First — Security Model

* Existing Identity frameworks are regional — need interoperability for Global Digital Transformation

* Account Oriented Infrastructure without human binding is not suited for emerging digital world

+ Establishing Accountability in the Digital world is critical

+ Data representations should come from Sources for trustworthiness

+ Data should not be consolidated, and should be left with issuing sources or a cloud provider for edge cases
to comply with Privacy and Cross Border data regulations

 User consent is critical for any data disclosures

» Time to change the Digital Infrastructure from an Account orientation to an Identity Orientation




Lifecycle of Identity In Real life

e

Identity Creation Student Life Adult Life Accountability

Birth Record Based on Birth Cert Based on Birth Cert, Identity Created by Trusted
Identity by - Parents Enrollment in Elementary Diploma, SSN People & Given to John
Certified by - Medical Facility Enroliment in School
Issued by - Government Enrollment in University Created / Issued: Owned by John

Employee ID Real person behind the Identity

. Issued: Issued: Bank Account John responsible for that Identity
John Smith Birth Certificate Student ID Automobile Title

SSN Progress reports Real Estate Title
Medlical Records Diploma Medical Insurance
Health Records




Solution

Unique Digital Address for every user

* Given by a trusted Issuer

* Bound to human attributes (Name, DOB, Country ID)

* Unlocked by FIDO authentication

* Control various Identity and Data Disclosures while interacting with
Digital Services in real time directly from Issuing sources

Digital Address:
John.doe@DTX

Fix the root cause, and stop treating the symptoms
8




ADI Interchange architecture

Service Providers

ElalE
LA

Issuers

QD BN

~
_ﬂ&

* Place of employment
» Educational institution
* Financial institution

» Driver's license issuing authority \
« Passport issuing authority Issuer's agent

» Medical facility

» Digital retailer

Healthcare provider

* Pharmacy

» Travel and transportation provider

* Prospective employer
¢ Insurer

. Create Digital Address . Request Verifiable Credential*

. Issue Verifiable Credential . Validate before providing services

(
v
. . Digital address H H
Easy |ntegrat|0n app or card Easy ":ltegratlo,n
for Service Provider

for Issuer API calls to request and view

A/_D./' calls to create I/e(/'f{'ab/e User \ Verifizble\Credenith
\ Credential and publish to Digital Address

v

. Prove identity biometrically

using Digital Address

: * Could be a particular claim instead of an entire credential
Provide consent to share

9 Verifiable Credential*







ADIA Ecosystem

Directory Service

(ADIA Global Directory)

Users Directory Service Directory Service Directory Service Users
(ADIA Regional Directory) (ADIA Regional Directory) (ADIA Regional Directory)
® ®
: Identity
Escrow ’
(] ‘L I ()
Credential | || SP | | Service
Broker DAS Agent Provider

(Digital Address Service)

l

Cloud Agent
I

Issuer
Agent

B Issuer

__ Credential
Broker
I— Cloud Agent — DAS
(Digital Address Service)

Identity
| Escrow

Issuer SP \
Agent Agent
1

Service
Issuer .
11 Provider




Global interoperability of ADIA interchanges

Association

>} latiorm

S — < o -7
— - "




Call to Action

* Specification 2.0 work just started

* Please join the ADI Association as member

» Help Advance and Contribute to the Specification

+ Extend your FIDO Implementation to add Identity to bring Accountability framework to the digital networks
* Implement ADI Framework

* Participate in Directory Service hosting

13
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Most people are thinking

However,

And,

Zt11. MS Build SK114 Building trust into digital experiences with DID
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Identity is everything
you do

But, our identities are
strewn across apps and
services.
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Future requireme

Privacy and control of my identity and data
Trust and verify
Collaborate with everyone

Global Interoperability
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AGD(ADI Global Directory):= ADI Association0j|A| 2%

Trusted Path Trusted Path

Accountable i
Digital

Identity | Ass tion

Accountable
Digital

Identity | Association

l ARD(ADI Regional Directory)<
ADI Association?| &7} s}of X|H= 2%

Trusted Path Trusted Path c i Truster Wd Path
/ OMNIONE %
L & & &
Interchange DAS2DAS Interchange DAS2DAS Interchange DAS2DAS Interchange
Trusted Path v“usted Path Trusted Path vVusted Path Trusted Path vQsted Path Trusted Path wted Path
Issuer SP Issuer SP Issuer SP Issuer SP
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